® L PRAT

TAICHUNG BANK

&
N

PRERFTAL 2R

Taichung Commercial Bank Information Security Policy

- 0E
Article 1

F o i

Article 2

pen

Purpose
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This Policy is established to ensure the confidentiality, integrity and
availability of the information assets of Taichung Commercial Bank
(hereinafter referred to as "the Bank™), to meet the requirements of
relevant laws and regulations, and to protect the Bank from internal
and external intentional or accidental threats, and to consider the
business needs of the Bank.
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Definition of information assets: hardware, software, data, documents
and personnel to maintain the normal operation of the Bank's
information business.

P&

Objectives
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To protect the Bank's information assets from improper use, leakage,
tampering, damage, etc., to ensure the security of information
collection, processing, transmission, storage and circulation, the

objectives are as follows:
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Confidentiality: To protect sensitive information from
unauthorized disclosure or being inadvertently obtained by others.
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Availability: To ensure that information and important services
can be obtained when users need it.
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Integrity: Appropriate security measures to prevent improper
modification or addition or deletion of data to ensure that the
information can be provided in full and no omissions have
occurred.
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Legality: To ensure that the implementation of various business
services of the Bank is subject to the requirements of relevant
laws and regulations.
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Applicability
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The information security management scope covers 14 areas to avoid
improper use of data, leakage, tampering, damage, etc. due to factors
such as human error, deliberate or natural disasters, and caused various

possible risks and hazards to the Bank. They are as follows:
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Information Security Policy establishment and evaluation.
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Organizations of information security.
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Article 4

Personnel security management and educational training.
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Classification and control of information assets.
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Access control security.
BRI F % VB RO
Encryption control measures.
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Physical and environmental security.
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Operation security management.
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Communication security management.
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Security of system development and maintenance.
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Supplier security management.
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Response and handling of information security incidents.
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Business continuity operation management.
Lo AP EREGFE P 2P AR
Compliance with relevant laws and regulations and the policies
of the implementing unit.
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Rights and obligations and division of work
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An information security organization shall be set up to coordinate the
promotion of information security matters, and regularly hold
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Article 5

management review meetings.
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The Auditing Office shall audit the information security audit matters.
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Information security incident reporting and management shall be
handled by the Risk Management Department in conjunction with
relevant business units.

FTHE 2HTVR D FTHAFINNLRY] > £ R XA FTRINE
E AL

Information security education and training shall be coordinated and
planned by the Information Operation Department in conjunction with
the Human Resources Department.
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Responsibility
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The senior management should actively participate in and support the
information security management system and, provide appropriate
resources to implement this policy.
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The Bank promises to continuously strengthen its ability to handle
incidents and establish an appropriate business continuity management
system to achieve the goal of continuously providing products and
services.
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All staff, dispatched personnel, outsourcing service providers and

visitors of the Bank and its subsidiaries shall abide by this policy.
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All staff, dispatched personnel and outsourcing service providers of
the Bank and its subsidiaries have the responsibility to notify
information security incidents or vulnerabilities through appropriate
notification mechanisms.
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Any behavior that jeopardizes information security shall be conducted
in accordance with the relevant provisions of the Bank, and if
necessary, the civil and criminal liability shall be investigated
according to the circumstances.
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Management indicators
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Assessment of information security management objectives
completion rate should be based on quantitative and qualitative
indicators to assess the effectiveness of the implementation.
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Quantitative indicators
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Metrics that can be defined with accurate data, accurately
measured, and capable of setting performance goals.
- B4R
Qualitative indicators
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The event impossible to directly measure the content through data
and quantity calculations, needing necessary objectively describe
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Article 8

and analyze to the measurement targets in order to reflect the
measurement results.
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Review
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This policy should be reviewed at least once a year and relevant
records should be kept to reflect the latest developments in relevant
laws and regulations, technology and information services to ensure
the effectiveness of information security practices.
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Level of Approval
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This policy shall be implemented after approval and promulgation by
the Board of Directors and the same also applies to any amendments
made.

s



